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Abstract: In this contribution we present a novel work of text steganography. Now a days, maintain the security of the secret data has been a great challenge.
Sender can encrypt the message before sending it. Encrypted messages sending frequently through a communication channel like Internet, draws the attention of
third parties, hackers and crackers, perhaps causing attempts to break and reveal the original messages. Steganography is a promising area which is used for
secured data transmission over any public media. Considerable amount of work has been carried out by different researchers on steganography. In this paper, a
steganographic model has been proposed which has more embedding capacity of text based steganography technique for communicating information more
securely between two locations is proposed. The authors incorporated the idea of secret key for authentication at both ends in order to achieve high level of
security. As a further improvement of security level, the information has been encoded through SSCE values and embedded into the cover text using the proposed
text steganography method to form the stego text. This encoding technique has been used at both ends in order to achieve high level of security. At the receiver
side different reverse operation has been carried out to get back the original information.

Keywords: Text Steganography, Article Mapping Technique (AMT), Cover Text, Stego Text, SSCE (Secret Steganography Code for Embedding).

INTRODUCTION

Now a days, the internet expand rapidly that it has
become a common communication channel. In this open
channel the information can be transmit secretly, so it is now
becomes an important topic. The term steganography is one
of the approaches to do this [13, 10]. In fact several
examples from the times of ancient Greece are available in
Kahn [5]. In recent years, everything is trending toward
digitalization and with the rapid development of the Internet
technologies, digital media can be transmitted conveniently
over the network. Therefore, messages need to be
transmitted secretly through the digital media by using the
steganography techniques. Steganography differs from
cryptography in the sense that where cryptography focuses
on keeping the contents of a message secret, steganography
focuses on keeping the existence of a message secret [9, 25].
Another form of information hiding is digital watermarking,
which is the process that embeds data called a watermark,
tag or label into a multimedia object such that watermark
can be detected or extracted later to make an assertion about
the object. The object may be an image, audio, video or text
only [12]. Although steganography is an ancient subject, the
modern formulation of it comes from the prisoner’s problem
proposed by Simmons [1].An assumption can be made
based on this model is that if both the sender and receiver
share some common secret information then the
corresponding steganography protocol is known as then the
secret key steganography where as pure steganography
means that there is none prior information shared by sender
and receiver. If the public key of the receiver is known to
the sender, the steganographic protocol is called public key
steganography [4, 8]. Although all digital file formats can be
used for steganography, but the image and audio files are
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more suitable because of their high degree of redundancy
[25]. Fig. 1 below shows the different categories of file
formats that can be used for steganography techniques now
a day.

Text

STEGANOGRAPHY

Video Audio

Image

Figure 1: Types of Steganography

Among them image steganography is the popular of the lot.
In this method the secret message is embedded into an
image as noise to it, which is nearly impossible to
differentiate by human eyes [11, 15, 17]. In video
steganography, same method may be used to embed a
message [18, 24]. Audio steganography embeds the message
into a cover audio file as noise at a frequency out of human
hearing range [19]. One major category, perhaps the most
difficult kind of steganography is text steganography or
linguistic steganography [3]. The text steganography is a
method of using written natural language to conceal a secret
message as defined by Chapman et al. [16].

A block diagram of a generic form of steganographic system
is given in Fig. 2. A message is embedded in a carrier (cover
carrier) through an embedding algorithm, with the help of a
secret key. The resulting stego carrier is transmitted over a
channel to the receiver where it is processed by the
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extraction algorithm using the same key. During
transmission the stego carrier, it can be monitored by
unauthenticated viewers who will only notice the
transmission of an image without discovering the existence
of the hidden message.
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Figure 2: Generic steganographic system

This paper has been organized as following sections:-
Section Il discusses about some of the related works done
based on text steganography steganography. Section Il
describes the SSCE method for text message encryption.
Section IV describes proposed text steganography method
(AMT). Section V and VI deals with proposed data hiding
model and the solution methodology, Section VII describes
different algorithms for different processes used at both at
sender side and receiver side. Section VIII discusses the
computer algorithm. Experimental results are shown in
Section XI. Section X contains the analysis of the results and
Section XI draws the conclusion.

RELATED WORKS ON TEXT STEGANOGRAPHY

Text steganography can be broadly divided into three types.
They are format-based, random & statistical generations and
Linguistic method shows in Figure 3. Most peoples have
suggested various methods for hiding information in text in
mentioned three categories. Some of the methods are
discussed in this paper. Format-based methods use and
change the formatting of the cover-text to hide the data.
They don’t change any words or sentences, so it does not
harm the ‘value’ of the cover-text. A format-based text
steganography method is open space method. In this method
extra white spaces are added into the text to hide
information. These white spaces can be added after end of
each word, sentence or paragraph. A single space is
interpreted as “0” and two consecutive spaces are
interpreted as “1” [6]. Although a little amount of data can
Text Steganography
|

Format Random Linguistic
Based & Method
Statistical
Generation

Figure 3: Three broad categories of text steganography
be hidden in a document, this method can be applied to
almost all kinds of text without revealing the existence of
the hidden data. Another two format-based methods are
word shifting and line shifting. In word shifting method, the
horizontal alignments of some words are shifted by
changing distances between words to embed information
[21]. These changes are hard to interpret because varying
distances between words are very common in documents.
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Another method of hiding information is, in manipulation of
whitespaces between words and paragraph [27]. In line
shifting method, vertical alignments of some lines of the text
are shifted to create a unique hidden shape to embed a
message in it [23]. Random and statistical generation
methods are used to generate cover-text automatically
according to the statistical properties of language. These
methods use example grammars to produce cover-text in a
certain natural language. A probabilistic context-free
grammar (PCFG) is a commonly used language model
where each transformation rule of a context-free grammar
has a probability associated with it [2]. A PCFG can be used
to generate word sequences by starting with the root node
and recursively applying randomly chosen rules. The
sentences are constructed according to the secret message to
be hidden in it. The quality of the generated stego-message
depends directly on the quality of the grammars used.
Another approach to this type of method is to generate
words having same statistical properties like word length
and letter frequency of a word in the original message. The
words generated are often without of any lexical value. The
last category, the linguistic method considers the linguistic
properties of the text to modify it. The method uses
linguistic structure of the message as a place to hide
information. Syntactic method is a linguistic steganography
method where some punctuation signs like comma (,) and
full-stop (.) are placed in proper places in the document to
embed a data. This method needs proper identification of
places where the signs can be inserted. Another linguistic
steganography method is semantic method. In this method
the synonym of words for some pre-selected are used. The
words are replaced by their synonyms to hide information in
it [20]. Except the above mentioned methods, there are some
other methods for text steganography, such as feature
coding, text steganography by specific characters in words,
abbreviations etc. [26] or by changing words spelling [28].

In this paper, a secret key steganographic model for
text based steganography technique for communicating
information more securely between two locations has been
proposed which first uses a plain text as the cover data and
the secret message is embedded in the cover data to form the
stego text. The AMT text steganography scheme has been
inspired by the author’s previous work [29, 30, 32, 33, 34,
35]. In paper [29, 30], by indefinite articles ‘a’ or ‘an’ in
conjunction with the non-specific or non-particular nouns in
English language based on the mapping information
according to the embedding sequence has been introduced.
Here data embedding in various characters which are
selected by the system dynamically with the help of cover
text. The embedding capacity is also increased due to set of
articles or characters are used for mapping technique. The
author incorporated the idea of encoding through SSCE
values before embedding to achieve high level of security.
This work proposes a new algorithm with higher security
features so that the embedded message can not be hacked by
unauthorized user.

METHOD FOR DATA ENCODING (SSCE)

The input messages can be in any digital form and are often
treated as a bit stream. The input message is first encrypted
using a code generation technique SSCE [29, 35]. For the
improvement of security level, the SSCE code
representation has been used to encrypt the message and
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then secret message has been embed to the cover text.

Secret Steganography Code for Embedding(SSCE) Table
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200 | 20| 191 | 45| 192 | 71| 193 | 97 | 194 | 123 | 195 | 149 | 196 | 175 | 197 | 200 | 198 | 225 | 198 | 250
210 | 21201 )| 46 | 202 | 72 | 203 | 98 | 204 | 124 | 205 | 150 | 206 | 176 | 207 | 201 | 208 | 226 | 209 | 251
[ 220 22 |211) 47 | 212 | 73| 213 | 99 | 214 | 125 | 215 | 151 | 216 | 177 [ 217 | 202 | 218 | 227 | 219 | 252
230 | 23221 | 48| 222 | 74| 223 | 100 | 224 | 126 | 225 | 152 | 226 | 178 | 227 | 203 | 228 | 228 | 229 | 253
240 | 24 |231 49232 | 75| 233 | 101|234 | 127 | 235 | 153 | 236 | 179 | 237 | 204 | 238 | 229 | 239 | 254
[ 250 | 25241 | 50 | 242 | 76 | 243 | 102 | 244 | 128 | 245 | 154 | 246 | 180 | 247 | 205 | 248 | 230 | 249 | 255

Figure 4: SSCE Value Table

AMT METHOD FOR TEXT STEGANOGRAPHY

The proposed secret-key text steganographic model
has been discussed in previous work [29]. The input
messages can be in any digital form and are often treated as
a bit stream. The input message is first encrypted and
generates the secret key, (which may be called a message
enabled key). Before embedding a checking has been done
to find out whether the double letter word in the given cover
text (e.g. “food” — ‘0’ is double here), if not assume the first
letter. Then system will search out the corresponding group
of letters which are mapped with that double letter (e.g. here
‘0”). Secret message has been embed to the cover text by
inserting that particular group of letters based on the
mapping information shown in Fig 5 to form the stego text.
At the receiver side other different reverse operation has
been carried out to get back the original information.
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Figure 5: Mapping Technique
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THE AMT MODEL

Fig. 6 shows the block diagram of the AMT secret-key
steganographic model. This input message is first converted
into encrypted form using SSCE values. This encrypted
message generates the secret key. The encrypted message
then embedded in the cover text using the mapping
technique method shown in Fig 6 to form the stego text and

Message E Message
v c 4
Encryption through SSCE S Decryption through SSCE
v . 1
Embedding to Cover Text ‘g Extracting from Stego Text
(1]
Q
Stego Text [ Stego Text
=
£
£
] Q ] )
Sender Side (& Receiver Side

Figure 6: AMT Steganography Model
transmit to the receiver side. At the receiver side, the
extraction process starts by extracting the encrypted
message from the stego text. Next the stego text goes
through the text decryption method and finally the receiver
may be able to see the embedded message with the help of
same secret key generated at the sender side.

SOLUTION METHODOLOGY

The AMT system consists of following two
windows, one at the SENDER SIDE and the other at the
RECEIVER SIDE.

) TEXTSTEG A=)
GUI OF TEXT STEGANOGRAPHY

SENDER SIDE

RECEIVER SIDE

COVER MSG SELECTION
MG EXTRACTION

TEXT MEG SELECTION
TEXT DECRYPTION
TEXT ENCRYPTION

ANALY SIS
STEGO MSG GENERATION

Figure 7: GUI based steganography system

The user will be someone who is familiar with the process
of information hiding and will have the knowledge of
steganography systems. An encryption algorithm has been
proposed prior to steganography for generation of encoded
message. The user should be able to select a plain text
message from a file, another text to be used as the carrier
(cover text) and then use the proposed embedding method
which will hide the encrypted message in the selected cover
text and will form the stego text. The user at the receiver
side should be able to extract the message from the stego
text with the help of different reverse process in sequential
manner to un-hide the message from the stego text. The GUI
of the proposed solution has been shown in figure 7.
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ALGORITHMS

In this section, algorithms for different processes of
text and image based steganography used both in the sender
side and receiver side are discussed. Fig.8 shows the
algorithm of proposed (AMT) system.
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Figure 8: AMT Algorithm for Steganographic Model

A. Algorithm for Message Encryption / Decryption

e Select the message and pick one by one character.

e Convert to its ASCII equivalent.

e Change ASCII code to our generated code from
SSCE Table (Figure 4).

e Convert to its character equivalent.

B. Algorithm for Message Embedding for Stego Text
formation

e Select the message and find out the double letter
word in the cover text, if not assume the first letter.
e Search out the corresponding group of letters which
are mapped with that double letter.
e Encrypt the message with SSCE value.
e Select the cover text to embed the message. Check
whether the selected text is capable of embedding.
If not possible repeat this step otherwise continue.
e Check the message sequence and pick first two bit
sequence (MSG).
e  Starting from the first word of the cover text (TX)
o IfMSG=’11" then find out the letter of group 11
and store the position in an array.
o Else If MSG="10" then find out the letter of
group 10 and store the position in an array.
o Else If MSG="01" then find out the letter of
group 01 and store the position in an array.
o Else If MSG="00" then find out the letter of
group 00 and store the position in an array.
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e Repeat the above step for the remaining bit
sequence of the message (two bit at a time).

e Save the embedding position in a separate file and
encode it with SSCE value and send it to the
receiver separately.

C. Algorithm for Message Extractingfrom the Stego Text

e Select the generated text (stego text) after message
embedding and their positions.

e Find out the double letter word in the stego text, if
not assume the first letter.

e  Select the embedding position and stego text
o If letter of group 11, then MSG="11"
o Else If letter of group 10, then MSG="10’
o Else If letter of group 01, then MSG="01"
o Else If letter of group 00, then MSG="00’

e Decode the MSG with the help of SSCE Value.

COMPUTER ALGORITHM

In this section the two algorithimic approach is
discussed one for the function of the Sender Side and
another for the Receiver Side.

A. Sender side

e Select the Cover Text from the set of text files.

e  Select the Secret message in text form.

e Encrypt the message through SSCE Value and also
generate the Secret key.

e Embed the encrypted form of message in to the
Cover text to form the Stego text.

e  Transmit to communicational channel.

B. Receiver side

e Extract the encrypted form of secret message from
the Stego text.

e Decrypt the message with the help of the previous
mentioned SSCE values / Secret key.

EXPERIMENTAL RESULTS

This section presents the obtained results via different
processes mentioned in the proposed model. The authors
simulated the proposed system and the results are shown in
the following figures. Fig 9, 10, 11 and 12 shows the Cover
Text, Secret Message to be embedded, Encrypted Message
and Stego Text respectively.

!-Cnverlxerlpd
File Edit Format View Help

Steganography is the art and science of writing ~
hidden messages in such a way that no one, apart
from the sender and intended recipient, suspects
the existence of the message, a form of security
through obscurity. The word steganography is of
Greek origin and means "concealed writing". The
first recorded use of the term was in 1499 by
Johannes Trithemius in his Steganographia, a
treatise on cryptography and steganography
disguised as a book on magic. Generally, messages
will appear to be something else: images, articles,
shopping lists, or some other covertext and,
classically, the hidden message may be in invisible
ink between the visible Tines of a private letter.
The advantage of steganography, over cryptography
alone, is that messages do not attract attention to
themselves. Plainly visible encrypted messages-no
matter how unbreakable-will arouse suspicion, and
may in themselves be incriminating in countries

Figure 9: Cover Text
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B Message. txt - Notepad

File Edt Format ‘iew Help

university Institute of Technology has the courses Tike cCSE,
IT, ECE, AEIE, CE, EE. we are beTongs to this Institute which
is a department of The university of Burdwan.

Figure 10: Message to be embedded

[ Message Encrypted.txt - Notepad
File Edit Format ‘iew Help
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JO07HET
$7Hs 8RS 07X Fpre7O000$s008&T%>Tdhs
430

Figure 11: Encrypted Message to be embedded
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File Edt Format View Help

Steganography is the art and science of writing >
hidden messages in such a way that no one, apart
1from the sender and intended recipient, suspects
the existence of the message, a form of security
{through obscurity. The word steganography is of
Greek origin and means "concealed writing". The
1first recorded use of the term was in 1499 by
Johannes Trithemius in his Steganographia, a
{treatise on cryptography and steganography
disguised as a book on magic. Generally, messages
will appear to be something else: images, articles,
shopping lists, or some other covertext and
Jclassically, the hidden message may be in invisible
Jink between the visible Tines of a private letter.
{The advantage of steganography, over cryptography
{alone, is that messages do not attract attention to
Ithemselves. Plainly visible encrypted messages-no
imatter how unbreakable-will arouse suspicion, and
may in themselves be incriminating in countries

Figure 12: Stego Text

ANALYSISOF THE RESULTS

In the previous work made by different researchers it
has been seen some of the works has been done on text
steganography. This work proposes a novel algorithm with
higher security features of text based steganographic
methods to prevent the embedded message from
unauthorized user. In this work an attempt has been made to
increase the level of security of the steganography model by
incorporating the idea of secret key along with the use of
encoded form of the original message.

The Levels of Security incorporated in the proposed model:

e Generation of the encrypted form of the secret
message.

e Embedding encrypted form of the message in cover
text to form the stego text using a new proposed
method.

e  Use of the secret key.

e All the processes both in sender side and receiver
side need to be executed in proper sequence.

Similarity Measure of the Cover Text and Stego Text

Jaro-Winkler

For comparing the similarity between cover text and the
stego text, the Jaro-Winkler distance for measuring
similarity between two strings has been computed. The Jaro-
Winkler distance [14, 7] is a measure of similarity between
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two strings. It is a variant of the Jaro distance metric [22],
[31] and mainly used in the area of record linkage [5]
(duplicate detection). The higher the Jaro-Winkler distance
for two strings is, the more similar the strings are. The score
is normalized such that 0 equates to no similarity and 1 is an
exact match. The Jaro distance metric states that given two
strings S1 and S their distance d;
is 1[ m m m_t] where m is the number of
d,=Z|—+—+—
EARNEH m
matching characters and t is the number of transpositions.
Two characters from s; and s, respectively are considered
matching only if they are not farther
Lnﬂax l%jﬁsz\ij__l

than 2 . Each character of s; is compared
with all its matching characters in s,. The number of
matching (but different sequence order) characters divided
by two defines the number of transpositions. The Jaro score
of comparing cover text and stego text is 0.9022, which
means they are closely similar. Besides comparison through
histogram technique has been done. It has been observed
that the histogram of the cover text and the stego text is
almost identical.

Size of Cover = Size of Message Jaro- Correlation
Text Winkler
1000 100 0.9973 6.6114e+004
1000 200 0.9973 1.3707e+005
1000 400 0.9973 2.9720e+005
1000 600 0.9973 2.7627e+005
1000 800 0.9973 7.3763e+005
2000 100 0.9987 6.4995e+004
2000 200 0.9987 1.3223e+005
4000 100 0.9993 6.4457e+004
4000 200 0.9993 1.2999e+005

Figure 13: Analysis with the help of Jaro and Correlation

In Fig 13 we observe that the Jaro-Winkler distance for
measuring similarity between cover and stego has been
computed. From this table it can be concluded that cover
text and stego text generated after mapping of various size
of secret message is almost identical. This property can be
used to avoid steganalysis also.

CONCLUDING REMARKS

In this paper authors have used the new approach of text
steganography to obtain secure stego-text. The SSCE code
used for encrypted form of the secret message in order to
achieve maximum payload and increase the security level
respectively. The encrypted form of the message is
embedded into the cover text to form the stego text. Here
also the embedding capacity is increased, because the set of
articles or characters are used for mapping technique where
as the previous works done with the help of maximum three
or four characters. An exactly reverse procedure is followed
at the receiver side to retrieve the embedded message. The
integrated approach of SSCE and a new method of text
steganography have enabled the secure transfer of the
message compared to earlier techniques. However to
increase the security level different parameter has been
considered for achieving better performance. In our next
work steganalysis has also been taken care to build a
commercial model.
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