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Abstract: In this paper, we present an overview of existing cloud security algorithms. All these algorithms are described more or
less on their own. Cloud security is a very popular task. We also explain the fundamentals of sequential rule mining. We describe
today’s approaches for cloud security. From the broad variety of efficient algorithms that have been developed we will compare
the most important ones. We will systematize the algorithms and analyze their performance based on both their run time
performance and theoretical considerations. Their strengths and weaknesses are also investigated. It turns out that the behaviour of
the algorithms is much more similar as to be expected. A new model for cloud security is also proposed at the end. The results
show that the new model is more efficient in comparison to the existing models.

INTRODUCTION

To achieve flexible and fine-grained access control, a
number of schemes have been proposed more recently.
Unfortunately, these schemes are only applicable to systems
in which data owners and the service providers are within
the same trusted domain. Since data owners and service
providers are usually not in the same trusted domain in
cloud computing, a new access control scheme employing
attributed-based encryption is proposed, which adopts the
so-called key-policy attribute-based encryption (KP-ABE)
to enforce fine-grained access control. However, this
scheme falls short of flexibility in attribute management and
lacks scalability in dealing with multiple-levels of attribute
authorities. This paper comprises of four sections including
the present one which describes the goal of this paper.
Section Il shows research based papers which illustrates
related work in cloud security. Section Ill gives a brief
introduction regarding proposed model and experimental
result. And at last section IV describe the conclusion and
references

RELATED WORK

Nattakarn Phaphoom et al. [1] provide a comprehensive
review on the building blocks of cloud computing and
relevant technological aspects. It focuses on four key areas
including architecture, virtualization, data management, and
security issues.

Gaurav Dhiman et al. [2] present v Green, a multi-tiered

software system for energy efficient
computing in virtualized environments. It comprises of
novel hierarchical metrics that capture

power and performance characteristics of virtual and
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physical machines, and policies, which
use it for energy efficient virtual machine scheduling across
the whole deployment

Ramesh et al. [3] explains basic power management scheme
in the general computing as well as grid computing. And
this paper strongly performed an analysis on various
categories of real time grid systems. The power
consumption on various grid levels based on multiple
volumes in the organization level is analysed. The
conclusion is focused the future requirement of research
direction in the energy efficient system design of grid
computing.

Barroso et al. [4] describes energy-proportional designs
which enable large energy savings in servers, potentially
doubling their efficiency in real-life use. Achieving energy
proportionality will require significant improvements in the
energy usage profile of every system component,
particularly the memory and disk subsystems.

Aman Kansal et al. [5] describe the challenges developers
face in optimizing software for energy efficiency by
exploiting application-level knowledge. To address these
challenges, we propose the development of automated tools
that profile the energy usage of various resource
components used by an application and guide the design
choices accordingly.

Henri Arjamaa et al. [6] present energy consumption
estimates of ICT equipment in Finland and in three
important industrial countries, namely the United States,
Germany, and the United Kingdom. In addition, a
worldwide estimate of the energy consumption of data
centers is presented. The results are then analyzed, which
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give answers to questions, such as how valid are the
estimation methods used and are the estimation methods
comparable with each other.

Christopher K. Lennard et al. [7] describe resynthesis
procedures used for reducing power consumption in CMOS
networks have produced poor results as they select nodes for
resynthesis based upon local circuit properties. In this, a
technique is presented for optimizing the choice of regions
used in resynthesis. The cost function which is developed is
able to predict the amount of global improvement in power
expected through the resynthesis of network nodes under
both zero as well as arbitrary delay assumptions.

Pinheiro et al. [8] have proposed a technique for managing a
cluster of physical machines with the objective of
minimizing the power consumption, while providing the
required Quality of Service (QoS). The authors use the
throughput and execution time of applications as constraints
for ensuring the QoS. Here nodes are assumed to be
homogeneous. The algorithm periodically monitors the load
and decides which nodes should be turned on or off to
minimize the power consumption by the system, while
providing expected performance.

Srikantaiah et al. [9] have investigated the problem of
dynamic consolidation of applications in virtualized
heterogeneous systems in order to minimize energy
consumption, while meeting performance requirements. The
authors have explored the impact of the workload
consolidation on the energy-per-application metric
depending on both CPU and disk utilizations.

Elnozahy et al. [10] have investigated the problem of power-
efficient resource management in a single web-application
environment with fixed response time and load-balancing
handled by the application. The two main power-saving
techniques are switching power of computing nodes on or
off and Dynamic Voltage and Frequency Scaling (DVFS).

Nathuji and Schwan et al. [11] have studied power
management techniques in the context of virtualized data
centers, which has not been done before. Besides hardware
scaling and VVMs consolidation, the authors have introduced
and applied a new power management technique called “soft
resource scaling.

Dodonov and De Mello et al. [12] have proposed an
approach to scheduling distributed applications in Grids
based on predictions of communication events. They have
proposed the migration of communicating processes if the
migration cost is lower than the cost of the predicted
communication with the objective of minimizing the total
execution time.

Guo et al. [13] have proposed and implemented a virtual
cluster management system that allocates the resources in a
way satisfying bandwidth guarantees. The allocation is
determined by a heuristic that minimizes the total bandwidth
utilization. The VM allocation is adapted i.e. migration is
performed when some of the VMs are reallocated or power
off but protocols for the migration are defined statically.
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Berral et al. [14] presented a theoretical approach for
handling energy-aware scheduling in data centers. Here, the
authors propose a framework which provides an allocation
methodology using techniques that include turning on or off
machines, power-aware allocation algorithms and machine
learning to deal with uncertain information while the
expected QoS is maintained through the avoidance of SLA
violations.

Song et al. [15] have proposed resource allocation to
applications according to their priorities in multi-application
virtualized cluster. The approach requires machine learning
to obtain utility functions for the applications and define
application priorities.

Sahai et al. [16] proposed Attribute-Based Encryption
(ABE) Fuzzy ldentity-Based Encryption, with the original
goal of providing an error-tolerant identity-based encryption
[12] scheme that uses biometric identities.

Pirretti et al [17] proposed an efficient construction of ABE
under the Random Oracle model and demonstrated its
application in large-scale systems. Goyal et al. enhanced the
original ABE scheme by embedding a monotone access
structure into user secret key.

Goyal et al. [18] proposed Key-Policy Attribute-Based
Encryption (KP-ABE), a variant of ABE. In the same work,
Goyal et al. also proposed the concept of Cipher text-Policy
Attribute Based Encryption (CP-ABE) without presenting a
concrete construction. CP-ABE is viewed as another variant
of ABE in which cipher texts are associated with an access

Ostrovsky et al. [19] proposed an enhanced KP-ABE
scheme which supports non-monotone access structures.
Chaseet al. [16] enhanced Sahai-Waters ABE scheme and
Goyal et al. KP-ABE scheme by supporting multiple
authority. Further enhancements to multi-authority ABE can
be found.

Bethencourt et al. [20] proposed the first CP-ABE
construction with security under the Generic Group model.
In Cheung et al. [18] presented a CCA-secure CP-ABE
construction under the Decisional Bilinear Diffie-Hellman
(DBDH) assumption.

Waters et al. [21] proposed another CP-ABE scheme under
various security assumptions. Aside from providing basic
functionalities for ABE, there are also many works proposed
to provide better security/privacy protection for ABE.

Goyal et al. [22] proposed a CP-ABE construction with an
exponential complexity which can just be viewed as
theoretic feasibility. For the same goal, these works include
CP-ABE with hidden policy, ABE with user accountability,
ABE with attribute hierarchy.
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Table: Comparison between the existing cloud security models

Techniques/ KP-ABE | EKP-ABE CP-ABE CP- HIBE
Parameters ASBE
Access Low High | Better than | Average Better Comparatively
Control if KP-ABE Realizatio | than CP- | low
associated n of ABE
with re- complex
encryptio Access
n Control
technique
Efficiency Average Higher Average Better Better  Lower
High for | thanKP-ABE | Not than CP- | when compared
broadcast Only efficient ABE with ABE
type allowconstan for Less schemes
encryptio t cipher text modern collusio
n enterprise n attacks
environm
ents
Computation High Reduces the Lower Higher
al overheads computations | Average than CP-
ABE

PROPOSED SYSTEM

This proposed system addresses this challenging open issue
by, on one hand, defining and enforcing access policies
based on data attributes, and, on the other hand, allowing the
data owner to delegate most of the computation tasks
involved in fine grained data access control to un-trusted
cloud servers without disclosing the underlying data
contents.

We propose a novel encryption scheme for access control in
cloud computing. The proposed work is an extension of
cipher text-policy attribute- set-based encryption (CP-
ASBE, or ASBE for short) scheme.

New Scheme:

In new scheme, a data encrypted specifies an access
structure for a cipher text which is referred to as the cipher
text policy. Only users with decryption keys whose
associated attributes, specified in their key structures, satisfy
the access structure can decrypt the cipher text.

Basic Concepts Used

Key Structure: We use a recursive set based key structure as
in [10] where each element of the set is either a set or an
element corresponding to an attribute. The depth of the key
structure is the level of recursions in the recursive set,
similar to definition of depth for a tree. For a key structure

with depth 2, members of the set at depth 1 can either be
attribute elements or sets but members of a set at depth 2
may only be attribute elements.

Access Structure
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In our scheme, we use the same tree access structure as in
[19]. In the tree access structure, leaf nodes are attributes
and nonleaf nodes are threshold gates. Each nonleaf node is
defined by its children and a threshold value. Let denote the
number of children and the threshold value of node. An
example of the access tree structure is shown in Fig., where
the threshold values for “AND”and“OR”are2 and 1,
respectively.

\
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| ) < AND ;
— \
7o

~
| DeptDoD ‘1 / A%esl:;y \ / P°s"’°" \ 3" Level>5 ‘:
\“ \ / \ Director / \ , Wy

Figl. Example access structure

The above access structure demands that only a director in
DoD or NSA of level larger than 5 can access the data files
protected by the access policy.

The Proposed Model:

In our proposed model, the client or user interacts with the
third party auditor. The third party auditor is an authorized
person appointed by the owner of the cloud. In our model,
both data and auditor are present at the cloud servers site. It
is responsible for performing functions at all the three
layers.

The first layer is USER AUTHENTICATION

The second layer is DATA ENCRYPTION AND DATA
PROTECTION

The third layer is DATA DECRYPTION
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Fig2. The proposed Model
The Scheme

We propose a novel encryption scheme for access control in
cloud computing. The proposed work is an extension of
cipher text-policy attribute- set-based encryption (CP-
ASBE, or ASBE for short) scheme.

Our scheme consists of a trusted authority, multiple domain
authorities, and numerous users corresponding to data
owners and data consumers. The trusted authority is
responsible for generating and distributing system
parameters and root master keys as well as authorizing the
top-level domain authorities. A domain authority is
responsible for delegating keys to subordinate domain
authorities at the next level or users in its domain. Each user
in the system is assigned a key structure which specifies the
attributes associated with the user’s decryption key.

Our proposed scheme performs following operations

System Setup

Top-Level Domain Authority Grant
New Third Party Auditors

New File Creation

User Revocation

File Access, and File Deletion

VVYVYVYVY

CONLCUSION

In this paper, a novel approach has been introduced in which
new scheme for realizing scalable, flexible, and fine-grained
access control is there in cloud computing. The new scheme
seamlessly incorporates a hierarchical structure of system
users by applying a delegation algorithm to ASBE. New
scheme not only supports compound attributes due to
flexible attribute set combinations, but also achieves
efficient user revocation because of multiple value
assignments of attributes. We formally proved the security
of new scheme based on the security of CP-ABE by
Bethencourt et al. Finally, we implemented the proposed
scheme, and conducted comprehensive performance
analysis and evaluation, which showed its efficiency and
advantages over existing schemes.
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